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Instrument Name

Computer System

SystemID. |

System Used For High Pressure Liquid Chromatography

Make Waters

HPLCID.

Application Software Type Chromatographicl Non Chromatographic [J
Application Software Empower

Software Version 3.0

Make Waters

System Type New System[] Existing system M

Location

Instrument Room
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A. COMMON RISK SCENARIOS:

Before Measures

After Measures

2 2
e e ho] S
S. , . ImpactofPossible | S| 2| 8| €= S| z| 5 kS
No. Risk Description Harm % § B o § Expected measures Measures taken % § B o
X o | B T £ 2 > = =
31218 & (28] &
o o
1.0 | RISK ON ACCOUNT OF UNAUTHORIZED SYSTEM ACCESS
Unauthorized o System/Software
persons may damage should not start
Unauthorized person the system Untrained 504 without user name &
1.1 | tries to start/stop the persons may disturb 8| 7] 9 High password
system system that cause e Access control should
Quality system be configured
suffer.
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¢ Only authorized
personnel can access
for operation and other
activity

e Access level should
be configured

¢ System should

Untrained persons generate an error
Access level are not may access Fh_e 504 message while invalid
1.2 X restricted/ critical 8| 71 9 . login attempted or not
configured . High . .
portion of the entering the main
program menu for Software or
Operating System.

e Different levels of
access rights should be
configured.
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¢ System should not
response when User
trying to access the
function which are
accessible for
Unauthorized person Administration Level
13 tries to access the Operation may be s| 71 9 504 Users.
' secured disturbed High
system/command
¢ System should allow
functions only as per
defined Desktop
policy.
Unauthorized person ° Sﬁ/Stem shotuldhnot
14 tries to System Proper functioning 81719 504 2 s(?[\(levn?z:r[tiﬁ CS :gge
' settings and may be disturbed High grameters 9
parameters P '
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e Access control should
be clearly defined in
desktop policy to
prevent unauthorized

S access to System
: ystem may get Program.
U_nauthorlzed person damaged, loss of 504 9
1.5 | tries to restore/ change important data or 7 19 High i
the System program e Updating of the
process may occur system program
should be handled by
qualified IT Personnel
/ vendor only
¢ Roles and Privileges
. Anybody can access or shall be clearly
L | RO iy e Oata | |5 | | S0t | efedam
i Integrity may get High Configured
not Configured. . . .
compromised. accordingly in the
System Software.
User Security Policies | Unauthorized Access 504 e User Security Policies
1.7 | are not configured for may create threat to 7 9 High shall be available,
System Software sophisticated data.
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(Operating System and Configured
Application Software. accordingly.

Before Measures

S. Impact of Possible

Risk Description Expected measures
Harm

Overall
Priority (RPN)

Likelihood
Severity
Detection

After Measures

Measures taken

Likelihood

Severity
Detection
Overall

Priority

2.0 | RISK ON ACCOUNT NON AVAILABILITY OF STANDARD OPERATION PROCEDURES




PHARMA DEVILS

IT DEPARTMENT

COMPUTER SYSTEM INITIAL RISK ASSESSMENT

Name of Item: Computer System Protocol NO.:....ccoovvvveiriee
Functional Area: IT Page No.: 9 of 32
Before Measures After Measures
z
° = o © c
S. . _ Impact of Possible | 8 | 2| 8| S S|l 2ls| =2
Risk Description P 2 T|= g = Expected measures Measures taken 21T |5 e
No. Harm =l 2|3 g 2 = 2|8 S O
X | 8| 2| &5 x| 8| =2| o6a
51| 0O 2 51?0
a

e System and
User Operation In case relevant Software operation
SOP For SOP should be

Computer System measurgs do not reviewed with all
comply; user may

and Applicable 360 aspects and
2.1 Software is not malfe_a wrong 5| 819 High approved.
. decision and
available or does incorrect
not contain proper operation. ¢ All Authorized users

information. should be trained

properly.
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Before Measures

After Measures

/Z-\
go] o O c
i S| 2| §| = S| &2l T2
S Risk Description L[t O ol ole S|IEl S o < Expected measures Measures taken 2| | s S c
No. Harm =l 2|3 g 2 = 2|8 S O
S| 98] 98 < 8|8| 6&
a
No control over e System Change
process unauthorized control SOP should
change can be made be reviewed with all
29 Change control with the system. In 5 g |9 360 aspects and
' SOP not available. | sufficient operation. High approved.
Product quality gets
affected.
e System Preventive
Preventive System may maintenance SOP
23 | maintenance SOP Qamage{break down 5 [g |9 3_60 sh_ould be reviewed
. insufficient High with all aspects and
not available. .
operation. approved.
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Before Measures

After Measures

S Impact of Possible | 8 | 2| §| = E Slzl5| =2
: Risk Description MpactorFossible 1 2 | £ & g = Expected measures Measures taken 21T |5 e
No. Harm =l 2| 8 g > =| g | 8 g S
S| 98] 98 =la| 8| Oa
a
e Training SOP &
Training SOP and System may damage. individual personnel
Insufficient 360 L
2.4 | records are not . q 5 (8 |9 iah training record
available operation. Product Hig should be available
' quality gets affected.
e Periodic review SOP
Periodic review and No control over should be available
process system may
performance - 360
2.5 L . damage. Insufficient |5 |8 |9 )
monitoring SOP is . High
) operation. Product
not available .
quality gets affected.
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Before Measures

After Measures

S Impact of Possible | 8 | 2| §| = E €258 =2
' Risk Description mpact o1 Fossibie 1 2 | £ 3 S = Expected measures Measures taken 2lT|=8 s
No. Harm =l 2|3 g 2 = 2|8 S O
f sl 8 O s f @ |8 O
a
Any unauthorized e SOP for Desktop
Procedure for | {0 CEETATE 30 | availae reviwec
2.6 | Desktop policy is not : : 5 18 |9 ) avar'able, reviewe
. configuration of the High and implemented.
available.
system or data may
be compromised.
e Procedure for data
Disk space available backup and restore
Procedure for with the system may shall be available
27 Backup and Data get overloaded which 5 |8 |9 360 and implemented.
" | Restore is not adversely affects the High
available. system performance
and stability.
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Before Measures After Measures
z
© o ho} c
. o > g — o > ) = >
I\]C’ : Risk Description ImpactHof Possible 21|85 € < Expected measures Measures taken 21T |8 S E
0. arm T|2|8 g2 3| 2|8| g2
a4 a4
a
Procedure for e Procedure shall be
28 retention of record No procedure for 5 |8 |9 360 _avalllable "‘tmg
" | generated is not retention of records. High implemented.
available.
e Procedure shall be
Procedure for Data and information 360 ?r\rl]a'llsr?::natlgg
2.9 | disaster management | cannot be recovered |5 |8 |9 Hiah P :
is not available. during misshaping. g
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Before Measures

After Measures

; S| >| < - g 8| >| = >
> Risk Description Impact of Possible 2|E|l8| 8¢ Expected measures Measures taken SlE |2 E =
No. Harm =l 2|3 g 2 = 2|8 S O
|48 ©F S| S|8] o=
a
Intended or e Procedure for
Procedure For unintended Handling Deviation
Incorrect User deviations during 360 (Planned or
2.10 | Operation and user operation can 5 |8 |9 Hiah Unplanned) Shall be
Vendor occur and can remain g Available Reviewed
Management. un noticed or un and Approved.
handled.
e Procedure for
Preparation and
Procedure for Critical Information 360 Proper
2.11 | Security Policy is not | or Data Can Be 5 (8 |9 . implementation of
available. Compromised. High Security Policies
shall be available.
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Risk Description

Impact of Possible
Harm

Before Measures

Likelihood

Severity
Detection
Overall
Priority (RPN)

Expected measures

After Measures

Measures taken

Likelihood

Severity
Detection
Overall

Priority

3.0 | RISKDUE TO IMPROPER TRAINING AND PROCEDURES
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Before Measures

After Measures

z
S Impact of Possible | 8 | 2| S| =& Slz 5| =2
No. | Risk Description P - 2| S| 5| £% | Expected measures Measures taken 2|T|5| ¢
| gl 2|2 8¢ g|lz|8| &8
3|20 = 3,4 -
o
:(J)ntralned user tries Loss of or damage to 260 o 'é’glgmrrl]g r:e(;:%rds and
3.1 operate/maintenance the system or product |5 | 8 |9 High 'Isblou i
o? the system quality ’ AR
e Maintenance
System maintenance Loss of or damage to 360 i should e
3.2 | Y lled the system or product (5 |8 |9 iah available and should
not controlle quality Hig be _adequately
trained.
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Before Measures After Measures
z
9 c o ° c
S. . _ Impact of Possible | 8 | 2| S| S S| 2|8 =2
Risk Description P ST s g = Expected measures Measures taken 21T |5 e
No. Harm =/ 2|8 g 2 = 2|8 S O
X | & 2| 675 X g 2| o4
519 A 2 51| 0O
a

e System maintenance
must be controlled
through internal
preventive
maintenance
schedule.

e Periodic review of
system should be
done.
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Before Measures

After Measures

S ItfP'bI-8>‘g=§ 2l >5| =
: Risk Description MpactorFossible | 2 | £ | 5 g = Expected measures Measures taken 21T |5 e
No. Harm =|g| 8 g > =| ¢ | 8 g S
5|88 Os8 =la| 8| Oa
o
4.0 | RISK ON ACCOUNT NON AVAILABILITY OF SYSTEM RELATED DOCUMENT
e Manual should be
available
Operational and Machine 360
4.1 | maintenance manual | maintenance get 5 18 |9 Hiah
is not available disturbed g
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Before Measures After Measures
z
ie; o © c
. o > g — o > ) = >
= Risk Description lin]EE18C 67 Poes el & ST s o < Expected measures Measures taken 21T |5 e
No. Harm =|g| 8 g > =| ¢ | 8 g S
~ [ o - ~ (5 e —
a
e Configuration
document should be
available
Configuration Machine
. . 360
4.2 | document is not maintenance get 5 |8 |9 Hiah
available disturbed g
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B. FUNCTIONAL RISK ASSESSMENT:

Before Measures

After Measures

S Impact of Possible | & | 2| 5 =§ Sl >l5| ==
r- Risk Description mpact o FossIble | o | & 5 8- Expected measures Measures taken 21| s e
No. Harm =|g| 8 g > =| g | 8 g S
+— = = —
2|38 S5 218 |8 o«
[a
1.0 | RISK DUE TO IMPROPER CONFIGURATION OF THE SYSTEM

System operation

e Access control
should be configured

1.1 ACCPTSS conttrol is not control may getlost (5 |8 |9 3.60 with rights of each
configured . High
and disturbed level
e Set parameters
Required software Instrument operation 360 should be configured
1.2 | are not configured controlmaygetlost |5 |8 |9 High with rights of each

and updated.

and disturbed

level
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Before Measures After Measures
z
O o © c
. o > g — o > ) = >
N Risk Description lin]EE18C 67 Poes el & ST s o < Expected measures Measures taken 21T |5 e
No. Harm =123 g > =1 2|8 g S
N = (<53 =
a
e Alarm Should be
Alarms are not Instrument operation 360 c_onflgured with
1.3 . control may getlost |5 (8 |9 . rights of each level
Configured . High
and disturbed
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Before Measures After Measures
z
o o
2 o B\ = = Q = -B‘ S =2
= Risk Description lin]EE18C 67 Poes el & S| E| 3 o < Expected measures Measures taken S| E| 38 e
No. Harm =|g| 8 g > =| ¢ | 8 g S
=|a| 8] © S = 5| 8| Oa
a
2.0 | RISK ON ACCOUNT OF ABNORMAL PROCESS CONDITIONS MAY OCCUR AT TIME OF SYSTEM OPERATION
e Alarm message
should be displayed
Restart button System operation 432 on Screen.
2.1 ) 6 |8 |9 ;
Pressed may get disturbed High
e System should
restart normally.
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Before Measures

After Measures

S Impact of Possible | & | 2| 5 =§ 8l zl5| =2
' Risk Description P 2| €S s~ Expected measures Measures taken 2l |8 ©
No. Harm = g3 S 2 =|g| 8§ $ S
218 8 65 £188| 6«
o
3.0 | RISK ON ACCOUNT OF GENERAL SYSTEM CONDITIONS OCCURRED
Earthing is not (';/;?:]262 bga;femay . Earth(ljn% should be
31 provided to control com ?)n.en%/ma 5 |8 |9 360 provided.
' System P Y High

damage. Operator
can injure from shock
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Before Measures

After Measures

S | tfP'bI-8>‘g=§ 2l >5| =
NG Risk Description mpact ot Fossible ) 2| £ 2| S< Expected measures Measures taken 21T |8 oS
0. Harm =123 g > =1 2|8 g 9
[<b} o [<B)
S| 88| ©s = 3|8 O«
o
System is not ¢ Voltage should be as
operated within System may damage 360 per requirement
3.2 e . ; 5 (8 |9 )
specified range of Insufficient operation High
voltage.
e Program backup for
System backup is not gyi?;?n/ S::Sgram of 360 System should be
3.3 | available lost/crashed, system, 5 |8 |9 High available
will not operate.
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Before Measures

After Measures

S | tfP'bI-8>‘g=§ Bl >ls!| ==
: Risk Description mpact o FessIble 1 o | £'| 5 8= Expected measures Measures taken S T| 5 e
No. Harm =| g3 g > =]/ ¢| 8 g S
=l a8 © S =la| 8] Oa
o
4.0 | RISK OCCURRED DURING PROCESS CONTROL SYSTEM FAILURE
System control Process control will 240 * i\)//;itfar&:mf .
4.1 | processor may fail be lost, which results |3 |8 |10 Hiah reliable and standard
during the operation. | data loss g make
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Before Measures After Measures
z
o o o c

. . i S| 28| = S| 2| 6 =2
= Risk Description IIEEEC oif Poeslel & 2| T|s o c Expected measures Measures taken 2| T |5 S c
No. Harm =1 2|3 g > = 2|8 S S
1 +— C— $ 1 + o

[a

4.2 | Anyof system gger?;:;n |Cnosﬂtfrf(i)éient 3 |8 || 20 | ?cyasr:(ra]g]dsrheallljlt;?l
' component may get y 105€. High g y
operation. for faults.
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Before Measures

After Measures

S Impact of Possible | 8 | 2| 5 =§ 2l >5| =
N- Risk Description mpact ot FossIble | 2 | £ & o= Expected measures Measures taken 21T | s S
0 Harm 3| 2|8 €2 S| 3|8 €8
f o] 3 @) s f 3 A Oa
o
faulty during e Spare Components
operation shall be available.
50 | RISK OCCURRED DURING CONTROL SYSTEM POWER FAILURE CONDITION.
e Supply of UPS shall
Operation be available for the
System power fails | interrupted. 240 system.
5.1 duri " Svstem beh 3 |8 |10 Hiah
uring operation. ystem behaves ig o Systems shall
abnormally

restarts normally

6.0

RISK OCCURRED DURING CONTROL SYSTEM COMMUNICATION FAILURE CONDITION
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Before Measures After Measures
z
ie; o © c
. S| >| § = S| >| § = >
= Risk Description lin]EE18C 67 Poes el & ST s o < Expected measures Measures taken 21T |5 e
No. Harm =|g| 8 g > =| ¢ | 8 g S
| B = L | B —
a
e Alert should be
displayed the
communication fail
Operation alarm message.
o1 |pommeton s | DL |y |s 10| M0 |+ Onconditonot i
' System aram%ters mav be High re-establishment of
y ' Ipost y the communication,
' All set parameter
should remain
unchanged
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7.0 CONCLUSION:
The details investigation of the entire risk scenario that may impact Computer system, performance and product quality has been performed. Impact analysis
has been performed by applying the FMEA (Failure Mode Effect Analysis) tool of QRM (Quality Risk Management) approach for the current design control
to the system. Following risk aspects has been considered to assure the related risk.
1. Risk on account of unauthorized system access.
Risk on account of non-availability SOP’s.
Risk due to improper training and procedures.
Risk due to non-availability of operational manual.
Risk due to improper configuration of the system.
Risk on account of abnormal process conditions occurred at the time of system operation.
Risk on account of general system condition occurred.

Risk occurred during process control system failure.

© 0 N o g Bk~ w DN

Risk occurred during Computer system power failure condition.
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10. Risk occurred between Computer System communication failure conditions.
The risk assessment has been performed and risk priority number has been assigned as per level of Risk description which was evaluated likelihood and
severity that is being implied to prevent the occurrence mentioned risk scenarios.
During the execution, the RPN (Risk priority number) for the contributing factors was high and after execution risk has been reduced to acceptable level by

applying different expected control measure.
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